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Abstract

Knowing, i.e. measuring the “path density” at sources of communi-
cations is essential to provide fair capacity distribution between sessions
in multi-hop ad hoc networks. We propose and have implemented PDP,
a path density recording protocol. In this paper we describe PDP, discuss
protocol design options and explain how it was piggybacked onto an ex-
isting reactive routing scheme. We assess the validity of our approach
both using simulations and real world measurements.
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1 Introduction

In [1] we presented an adaptive distributed capacity allocation scheme for multi-hop wireless
networks. We showed that by throttling the output rate at ingress nodes we achieve both an increase
in total network throughput and almost perfect fairness. Figure 1, generated from simulations,
shows the degree of improvement with respect to unfairness between multiple TCP sessions in
static networks with different maximum number of hops. When our rate bound is implemented
we observe that the unfairness virtually vanishes.

 1  2  3  4  5  6  7  8  9

# of hops
 2

 3
 4

 5
 6

 7
 8

 9

# of flows

 0
 0.1
 0.2
 0.3
 0.4
 0.5
 0.6

Unfairness index

 1  2  3  4  5  6  7  8  9

# of hops
 2

 3
 4

 5
 6

 7
 8

 9

# of flows

 0
 0.1
 0.2
 0.3
 0.4
 0.5
 0.6

Unfairness index

B. TCP over IEEE 802.11 with our ingress throttling scheme

A. Plain TCP over IEEE 802.11

Figure 1: TCP unfairness index (simulations).

In our solution [1] the throttling level is a function of: (a) the number of hops for a particular
“connection” (routing path between two peers) and (b) the number of competing connections on
the path (path density). In the case that a reactive ad-hoc routing protocol is used to provide con-
nectivity, the first parameter of interest is easily obtainable from the route reply (RREP) message
received by the source. In this paper we show how the path density parameter can be obtained at
run-time during the route establishment phase.

The concept of a path density (PD) implicitly exists in the major quality of service (QoS)
architectures developed for the Internet. For instance, in services which require a before hand
reservation of network resources, this information can be extracted from the state (either aggre-
gated or per-flow) established by a resource reservation protocol like RSVP. In the simplest case
we can count the number of entries identifying the ongoing flows in every router on the path of a
particular session and report this number to the source. In MANETs, however, obtaining the path
density information is difficult due to frequent topology changes and the specifics of the transmis-
sion medium. In MANETs, the competing connections might not share common nodes but still
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Figure 2: Path density.

do compete with other connections in the carrier sensing range.

1.1 Contribution and structure of the paper

We developed two variants of a distributed path density protocol. To the best of our knowledge
PDP is the only scheme which allows the on-demand gathering of an ad-hoc network state and
which was assessed in simulations as well as real world experiments. The design of PDP greatly
benefited from being able to simultaneously switch between simulations and real world experi-
ments during the developing, debugging and performance measuring phases.

The rest of the paper is organized as follows. In Section 2 we introduce the problem of path
density gathering and describe major design options for PDP. In Section 2.6 we show how PDP
was piggybacked onto an existing routing protocol. After that we report on performance results of
PDP obtained using simulations and real-world measurements. We discuss open issues and related
work in Section 4 before concluding with Section 5.

2 Measuring the path density

Throughout the paper when talking about a stream of packets between applications at a source and
a destination node we will use the terms connection, session or flow interchangeably.

2.1 Problem statement

The problem addressed in this paper is formulated as to discover the number of connections com-
peting for the transmission medium along a path of a particular session. The problem is illustrated
in Figure 2. In the figure, Connection 1 is our sample connection which attempts to discover the
path density along its path. The correct scheme should report five cross-connections plus the main
Connection 1 itself. When any two flows partly share their forwarding paths (as is the case with
flows one and four in Figure 2) the common nodes should treat them as different connections.
However when two or more connections completely share the path from a source to a destination
the forwarding nodes should treat this case as one end-to-end session. In the later case the source
nodes should perform additional shaping actions as described in [1].
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2.2 General solution scheme

We developed two different approaches for gathering the path density information: A stateless
route request (RREQ) driven and a state-full route reply (RREP) driven scheme. Further on we
will refer to the first scheme as SL-PDP (StateLess PDP) and to the second scheme as SF-PDP
(StateFull PDP). In both approaches every node in the network maintains one state variable ND
(the neighborhood density). This is the number of cross-connections in the neighborhood of one
hop. With every new connection appearing in the neighborhood this value is incremented by one.
The state is periodically aged and is decremented by the number of connections which were silent
during this period.

The stateless approach does not keep a per-connection state in the forwarding nodes and uti-
lizes the fact that a route request message indicates the desire of a node to communicate with
another node. In this scheme every RREQ issued by the source declares presence of the con-
nection to all nodes which receive its original or re-broadcasted copy. The major weakness of
this scheme is that it also counts the connections which were not established and maintains this
information at least for the duration of the aging timer.

The statefull approach is free from this weakness since it counts only active connections. The
main idea of this scheme is that on reception of a route reply message all involved nodes establish
a state corresponding to the end-to-end session. A node delays the announcement of a connection
to the neighborhood until it sees the first data packet from this connection, as only this event
indicates that the connection is active. The announcement of active connections is done every
time a node sends or re-broadcasts a route request message. We now describe both PDP variants
in more details.

2.3 A stateless PD gathering

The major difficulty for the design of the SL-PDP is the duplicate RREQ messages which can
be received by the nodes. This happens by the three major reasons as illustrated in Figure 3.
Firstly, most reactive ad-hoc routing protocols use a so called extended ring search. Using this
approach a source first tries to find a destination in its one hop neighborhood. If this search fails
the source issues a broadcast RREQ message with an increased hop limit, etc. Secondly, RREQ
duplicates appear due to re-broadcasting in every node. These two reasons are attributed to the
normal functionality of the routing protocol. Finally a RREQ attempt might fail and not reach
the destination due to loss of RREQ messages. This typically happens in dense networks where
re-broadcasted messages from multiple nodes collide with each other as described in [2]. In this
case the source retries to find the destination for a fixed number of times. In order to prevent
processing of RREQ duplicates all reactive ad-hoc routing protocols assign an ID number to every
RREQ message. By means of this number the nodes may differentiate between the old and new
copies of the message. We use this functionality in SL-PDP.

2.3.1 Increment of ND

In the SL-PDP protocol every node maintains (in addition to the ND counter) a list of known
ID numbers (ID LIST). Every time a new RREQ is received the SL-PDP looks up its ID in its
ID LIST. The ND variable is incremented only if ID LIST does not have an entry for this ID. That
is: Although SL-PDP does not store per connection state, it has to store some history of the RREQ
messages.
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Figure 3: Stateless approach.

2.3.2 Decrement of ND

As explained above a node may receive multiple RREQs for the same connection with different ID
numbers. In this case the ND variable will be incorrectly incremented several times for the same
connection. In order to prevent this, SL-PDP in source nodes maintains the history (HIST LIST) of
ID numbers for every locally originated connection. When a new RREQ message for a connection
is generated (either due to failure of previous RREQ attempts or to refresh the existing path),
SL-PDP appends the history list to this RREQ.

When a forwarding node receives the RREQ message, SL-PDP first examines the history list
and matches the entries in the local ID LIST. The ND state is decremented for every matched
entry. By this operation the ND state is incremented only once for a particular connection in all
nodes which successfully received the RREQ.

2.3.3 Aging of ND

The expiration of the ND state in every node is bound to the expiration timer for the corresponding
routing entry. When a route to a certain destination expires the ID number saved in the routing
table is removed from the SL-PDP’s ID LIST and the ND state is decremented.

2.3.4 Drawbacks of SL-PDP

The major weakness of SL-PDP is the incorrect accounting for failed connections. This happens
because in ad-hoc networks a path to a destination might often not exist or the network’s capacity
is insufficient for successful propagation of route requests. In this case the increment of the ND
state in the nodes which received the RREQ will remain at least until the route for this destination
will expire.

Another drawback of SL-PDP is a wide distribution of connection establishment information.
Since each connection is identified by reception of a route request message, the propagation range
of the information about a particular connection is determined by the time to live of the RREQ
message, which will usually cover the whole MANET.
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2.4 A statefull PD gathering

As we observed with SL-PDP, calculating the neighborhood density based on observation of the
RREQ messages only is not sufficient as the scheme also considers failed connections. In the
design of SF-PDP we accounted for this observation and found a way to count only existing con-
nections in the network. Moreover, we eliminate the second drawback of SL-PDP and disseminate
the information about the presence of a connection only in the radius of one hop from every for-
warding node of the connection.

In SF-PDP we identify presence of a communication session between two nodes in the network
by a source-destination pair (SD). In this scheme every node maintains a table of known SD pairs
(SD table). The entries in this table can be of three types: (a) Local active, (b) local inactive and
(c) non-local active as explained in the following subsections. The ND state in case of SF-PDP is
the number of all active local and non-local entries in the SD table. The major operation of the
statefull PDP is shown in Figures 4 and 5.

2.4.1 Adding local inactive SD entry

The operation of the statefull PDP during registration of a connection in the network is shown
in Figure 4. When a route request message for a particular connection successfully reaches the
destination the RREP message is returned to the source. However, reception of the RREP message
by a node does not indicate the success of the route establishment procedure since the message
itself can be lost on the path to the source. SF-PDP treats the event of RREP reception as an
indication of a possible connection through this node. Upon reception of a RREP a SD entry
corresponding to this connection is inserted to the SD table and is marked as inactive.

DATA pkt1 DATA pkt1DATA pkt1 DATA pkt1

Source (S) Destination (D)RREQ RREQ RREQ RREQ

RREP RREP RREP RREP

ins_SD(S,D,is_local=−1); //Local inactive
ND is unchanged;

AppendRREP(ND);

ins_SD(S,D,is_local=1); //Local active
ND++;

Figure 4: SF-PDP: Processing of RREP and a first packet.

2.4.2 Adding local active SD entry

The only definite indication of the active connection in any forwarding node is the event of recep-
tion of the first data packet. Therefore, when a local inactive SD record is created, the forwarding
engine is instructed to catch the first packet in either direction of the connection.The SD entry
becomes active only when the first data packet arrives to the node.

2.4.3 Adding non-local active SD entry

The non-local active entries are those which identify connections ongoing in the neighborhood of
one hop but not passing through this node. The information about such connections is distributed
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with broadcast route request messages for any connection originated or re-broadcasted from any of
the one-hop neighbors. Figure 5 illustrates the principle of such information dissemination. Before
issuing or re-broadcasting the route request message, SF-PDP examines the local SD table and
appends all active local SD pairs to the RREQ SD List. After that it piggybacks the constructed
list to the RREQ messages and transmits it.

Source (S) Destination (D)

RREQ

RREQ

RREQ RREQ RREQ RREQ

WHILE (SD_LIST_LOCAL) DO{
IF (is_local==1) THEN write((S,D),RREQ_SD_List);}

AppendRREQ(RREQ_SD_List);

IF (!known_SD) THEN ins_SD(S,D, is_local=0); //Non−local active
WHILE (RREQ_SD_List) DO {

ND++;}

Figure 5: SF-PDP:Processing of RREQs.

When a route request message is received by a node, the SD entries from the RREQ SD List
are inserted to the local SD table and marked as non-local. After that SF-PDP removes the
RREQ SD List from the received RREQ message and appends its own list as described above.
By replacing the RREQ SD List with every retransmission we do not allow the information about
local connections to spread further than one hop.

2.4.4 Aging of SD entries

Every entry in SD Table is assigned a timer. The entry is deleted when the timer expires. The
duration of the timer is the same as of the route expiration timer.

2.5 End-to-end density reporting and smoothing

The overall goal of the two considered approaches is to deliver the path density information to the
source nodes. This information is used by the interface queue to configure the delay of emission
of locally generated data packets as described in [1].

The functionality of gathering the path density is common for the two schemes. The path den-
sity is the maximum value of ND states from all forwarding nodes on the path of a connection. The
ND value is piggybacked in the route reply message at the destination node and can be modified
by every node which receives and forwards the RREP message. When a forwarding node receives
a route reply message, PDP examines the local ND state and compares its value to the ND field in
the RREP message. The higher value proceeds further to the source.

As we see the path density state is refreshed with every route reply message. Therefore the
frequency of its update depends on the frequency of route refreshes initiated by the source. Here
we assume that route refreshes are periodically initiated. In the next subsection we discuss how
this requirement can be combined with reactive ad-hoc routing protocols.

Due to high dynamics with which new flows might enter and leave the ad-hoc network, the path
density reported to the source may fluctuate in time. Therefore, in order to avoid reconfiguring
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the scheduler on the interface queue too often we allow sources to smooth the path density by
computing a sliding average.

2.6 Integration in reactive routing protocols

Our primary goal for the implementation of PDP was to avoid introducing additional message
exchanges to gather the path density information. This is because from the functional point of
view the operations of PDP are very similar to operations of the route establishment phase. Im-
plementing an additional stand-alone protocol for dissemination of PDP information would in the
worst case double the capacity already consumed by a routing protocol. We decided to re-use the
existing mechanism of message dissemination of the ad-hoc routing schemes.

We integrated PDP in LUNAR [6], which is a L2.5 reactive routing scheme. We also con-
sidered possibility of PDP integration in other reactive routing protocols, i.e AODV [4] and DSR
[5], and in the proactive OLSR protocol [3]. In this subsection we present our observations on
possibility to use AODV, DSR and OLSR protocols as a PDP carrier.

The route refresh period in proactive routing is normally larger than in reactive schemes. In
OLSR, for example, the default refresh period is 16 seconds. We consider it too large assuming
high dynamics with which new sessions might enter the ad-hoc network. Based on these observa-
tion we do not see proactive routing protocols suitable for dissemination of PDP information.

As for AODV and DSR, we see a number of difficulties for possible integration of PDP in
these protocols. As stated in Section 2.1, the flows which share a part of their path to the desti-
nation should be treated by our scheme as separate connections. This requirement places a major
limitation on the carrier protocol: It should not perform path aggregation. However, this function-
ality is embedded in both AODV and DSR. Firstly, path aggregation is the normal operation for
routes to the same IP subnet. Secondly, even for the cases where IP level aggregation is not used,
AODV and DSR provide gratuitous route replies: When a forwarding node is part of the path to
a particular destination, it may return the RREP to the source without further propagation of the
route request message. Integration of PDP into AODV or DSR would require changes to the core
functionality of these L3 routing protocols.

2.7 Integration of PDP in LUNAR

LUNAR is a L2.5 reactive routing scheme (Appendix A describes the operation of LUNAR in
more details). The major difference of LUNAR from AODV and DSR is its position in the TCP/IP
protocol stack. Since LUNAR is located below IP layer the IP level route aggregation which
is present in L3 routing schemes is impossible. The route request messages in LUNAR always
propagate from the source to the destination. Therefore gratuitous replies are not used either.
LUNAR is well suited for integration with PDP also because of its high dynamics of information
update: LUNAR re-establishes the entire path every three seconds.

3 Experiments

The single code base both for the Linux kernel and the network simulator ns-2 [12] allowed us to
debug and extensively test the PDP+LUNAR functionality on a wide range of static and dynamic
simulation scenarios. We implemented and tested both stateless and statefull PDP schemes. Once
we obtained a stable protocol we generated a real world version and performed a correctness test
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in a test-bed as described in Appendix B. While performing a preliminary evaluation of SL-PDP in
the simulator we found the drawbacks of this scheme described in Section 2.3. For the evaluation
of PDP in this paper we present the results only from testing the SL-PDP both in simulations and
the real-world test-bed.

3.1 Metrics

In all experiments we used correctness and convergence time metrics to evaluate the performance
of PDP. Correctness is evaluated with respect to the two parameters “number of SD entries” in
every network node and “path density” as reported to the end nodes of the session (the path density
in our experiments was also reported to destinations because we used bidirectional traffic in the
experiments).

3.2 The effect of path density (Simulation)

First, we show the effect of path density on the total TCP throughput in networks with different
number of active TCP flows. We performed a series of simulations in ns-2 on a set of three hops
network depicted in Figure 6. We varied the number of connections in the network from 2 to
9; For each case we run 30 simulations with enabled and disabled reaction on the reported path
density. Table 1 shows the effect of ingress rate throttling depending on the path density for the
two cases. As we observe from the table the total TCP throughput in the network is higher when
accounting for the path density. Under our scheme the fairness among competing TCP flows (not
shown in the table, but see Fig 1) was close to perfect, while ignoring the path density we observed
an unfairness of up to 25%.

TCP 2

TCP N

TCP 1

25
0 

m

TCP src 1

TCP src 2

TCP src N

126 m

FWD FWD TCP dst 1

FWD FWD TCP dst 2

FWD FWD TCP dst N

Figure 6: A set of three hops networks for illustration of the path density effect.

3.3 Static Scenarios (Real World)

We present an evaluation of the functional correctness of PDP on two static scenarios depicted
on Figures 7 and 8. While all nodes in reality are located in the reception range of each other
(hence the same radio interference domain) we configured LUNAR so that a node can hear the
data transmission only from a selected set of nodes and discard packets from others. In this sense
only Nodes 3 and 4 in Figure 7 “share” the regions of assured data reception of each other. In the
second case (Figure 8) Node 2 is able to hear transmissions from Node 4 and Node 3 from Node
5.

In both scenarios Session 1 started at time 1 s and finishes at time 30 seconds. Session 2
establishes the path 10 seconds after Session 1. The duration of Session 2 is 10 seconds. We
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Number of Total TCP throughput, kb/s
connections Without path density With path density

2 419 419
3 405 407
4 396 407
5 395 406
6 394 406
7 386 407
8 375 406
9 380 406

Table 1: The effect of path density on total TCP throughput.

used the ping protocol to generate traffic of the corresponding sessions. The interval between two
consequent ICMP requests is 100 milliseconds. We repeated both real world experiments up to 10
times and obtained the same behavior of our two metrics. Figures 10 and 9 show the results from
one of these runs.

Node 1

Node 4

Session 1

Session 2

Node 2 Node 3

Node 5

Figure 7: Topology 1 for real world-experiments.

Node 1

Session 2

Node 2 Node 3

Node 4 Node 5

Session 1

Figure 8: Topology 2 for real world-experiments.

As is visible from the time diagrams, PDP correctly installs the neighborhood density (ND)
state in all nodes within 1.5 – 3 seconds from the start time of a session. The delay in dissemination
of the information is explained by the default route refresh interval in LUNAR. After the session is
established the earliest time a new RREQ message is generated by the destination in the backwards
direction is after 1.5 seconds.

3.4 Dynamic Scenario (Simulation)

We evaluated the behavior of PDP in presence of mobility in simulations only. This time we seek a
quantitative assessment of the path density information provided by PDP. We studied the scenario
shown in Figure 11 for which we used standard ns-2 settings (see Appendix B).
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Figure 9: SD state dynamics and reported path density. (Real-world experiment for scenario in
Figure 7).

In the scenario we have three TCP sessions each following a path of two hops. Initially all
nodes are located outside the range of assured reception of each other. After five seconds from the
simulation start the middle nodes of sessions one and three begin a movement towards the middle
node of Session 2. The speed of the nodes is 10 m/s. In their final destination Nodes 2 and 8 are
located both in the range of assured reception of each other and Node 5. The mobile nodes remain
in this position for 80 seconds after that they start moving back to their original position.

The goal of this experiment is to evaluate the dynamics of PDP based source throttling. We
performed two experiments on this scenario. First, the path density information was ignored and
TCP flows might transmit without rate limitation. In the second experiment we configured the
scheduler on the interface queue with a throttling bound dynamically computed according to the
path density information reported by PDP. Figure 12 presents the results of these experiments.

As we observe from the figure, the slope of TCP sequence numbers curves is the same for
all three flows provided path density is taken into account, which results in fair sharing of the
network’s capacity. Moreover, in this case the progress of all TCP flows is smooth and free from
interruptions when compared to the case where the path density information is ignored. In addition
to the smoothness of the TCP flows, the resulting total TCP throughput (not shown in the figure)
remains the same as in the case without rate limitation at sources.

To sum up, the results of the last experiments illustrate our overall goal: If flows in a MANET
are aware about the presence of each other and reduce their rate accordingly, none of the competi-
tors is able to capture the capacity as it happens for plain combination of MAC 802.11 and TCP.
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Figure 10: SD state dynamics and reported path density. (Real-world experiment for scenario in
Figure 8).

The latter case is represented by flow TCP 2 (w/o path density) which worsens the performance of
TCP flows 3 and especially 1.

4 Discussion and related work

Our path density gathering scheme presented in this paper is a distributed protocol for on-demand
discovery of an ad-hoc network state. The PDP protocol plus our ingress rate throttling approach
suggest a capacity allocation scheme in a guaranteed manner.

In addition to the admission control in sources we see potentials of our protocol for creation
of a congestion-aware routing. Indeed the ND state kept in all forwarding nodes is an excellent
indicator of the neighborhood’s load. If a forwarding node – instead of re-broadcasting the newly
arriving route request – would first examine the neighborhood density, it can estimate the chance
for this flow to obtain an acceptable service while being forwarded through this area. If a neigh-
borhood is overloaded with existing connections the route request can simply be discarded. As-
suming a network with relatively high node density, the “surviving” route requests would discover
less loaded paths.
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Figure 11: Topology 3 for experiments on a dynamic scenario.

4.1 Related work

The idea of estimation the state of an ad-hoc network is not new. There are several works which
use an idea of distributed network state exchange. In [7] SWAN, a distributed QoS architecture
for MANETs is proposed. The proposed admission control at sources as well as the rate limitation
scheme in all nodes is based on hop-by-hop measurements of the available bandwidth. The authors
suggest to use a reactive routing protocol to gather the results of these measurements along a path
of a connection. New flows are admitted for transmission only if the reported path capacity is less
than a certain threshold.

In [8] the authors suggest to exchange the status of the interface queue of every node in one
and two hops neighborhood. This information is then used to construct a virtual queue of the
neighborhood and to coordinate dropping of packets. The exact mechanism to exchange such
information is however not described in the paper. The authors suggest to use additional message
exchange for dissemination of the information.

In [9] the authors discuss a distributed weighted fair queuing algorithm, similar to its analog in
the fixed Internet. To distribute the weights to the interface queue of each node in the neighborhood
of one hop the authors suggest to encode this information in the MAC 802.11 header.

5 Conclusions

In this paper we considered the problem of measuring the “path density” in MANETs. We pre-
sented two different approaches for gathering such information in a distributed way at run-time
We understood that building PDP based on observation of route requests transmissions only leads
to incorrect counting of the failed connections and resorted to storing per-connection state in the
forwarding nodes. We showed how PDP can be piggybacked inside LUNAR messages without
introducing new transmission events and tested our implementation with combined simulation and
real-world measurements.
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Appendix A - LUNAR: major operations

LUNAR is situated at level 2.5 of the IP stack (”just below IP”) as shown in Figure 13 and traps
ARP requests. The requests then are transmitted across a wireless network using a simple mech-
anism of flooding and limited re-broadcasting (by default the range is limited to three hops).
Traversing the network LUNAR’s route request messages obtain a special forwarding label in
each router along a path to a destination. When the destination is found the whole end-to-end
path is mapped into a single label which is then converted to the format of an Ethernet address
and passed to the ARP table of the source node. This creates an illusion of a subnet to the IP
stack. LUNAR does not have mechanisms for route maintenance and reparation as other routing
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protocols, instead it rebuilds all routes for ongoing connections from scratch every three seconds.
The value of three seconds was chosen with reference to the HELLO interval in AODV: it corre-
sponds to two HELLO rounds which are needed by AODV to determine a change of a route. This
operation positions LUNAR in the classification of the routing protocols somewhere in between
the re- and proactive protocols: It starts to establish routes on demand as AODV or DSR, on the
other hand it rediscovers the whole topology at fixed intervals.

Appendix B - Experiment Setups

The real-world results were obtained from a setup of five DELL Latitude laptops with ZyXEL
ZyAIR B-100 wireless interfaces. We use the Linux operating system with 2.6 kernel and LUNAR
implementation available from [11].

In simulations with scenarios depicted in Figures 6 and 11 we used TCP Newreno as the most
popular variant of the protocol. We set the value of the TCP maximum segment size (MSS) to 600
B. Other ns-2 parameters have default values.
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Figure 12: path density and TCP sequence numbers progress for scenario in Figure 11.
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Figure 13: Position of LUNAR in the TCP/IP protocol stack.

15


